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North Wolds Federation
Youth Produced Sexual Imagery (Sexting) Policy

November 2016

This policy has been drawn from “Sexting in schools and colleges: responding to incidents and safeguarding
young people” written by the UK Council for Internet Safety. A copy of this document is held with the policy for
further information and advice.

The policy sits alongside other Safeguarding Policies in school such as Safeguarding policy, anti-bullying policy,
SRE policy, PSHE Policy.

1)What is Sexting?

Whilst professionals refer to the issue as ‘sexting’ there is no clear definition of ‘sexting’. Many professionals
consider sexting to be ‘sending or posting sexually suggestive images, including nude or semi-nude
photographs, via mobiles or over the Internet.” Yet when young peoplesare asked ‘What does sexting mean to
you?’ they are more likely to interpret sexting as ‘writing and sharing explicit messages with people they
know’. Similarly, many parents think of sexting as flirty or sexual text messages rather than images.

This policy only covers the sharing of sexual imagery by young people. Creating and sharing sexual photos and
videos of under-18s is illegal and therefore causes the greatest complexity for schools and other agencies
when responding. It also presents a range of risks which need careful management.

On this basis this advice introduces the phrase ‘youthsproduced sexual imagery’ and uses this instead of
‘sexting.’ This is to ensure clarity about the issues this advice addresses.

‘Youth produced sexual imagery’ best describes the practice because:

e ‘Youth produced’ includes young people sharing images that they, or another young person, have
created of themselves.

o ‘Sexual’ is clearer than ‘indecent.” A judgement of whether something is ‘decent’ is both a value
judgement and dependent on context.

e ‘Imagery’ covers both still photos and moving videos (and this is what is meant by reference to
imagery throughout the document).

e The types of incidents which this advice covers are:

e A person under the age of 18 creates and shares sexual imagery of themselves with a peer under the
age of 18

e A person under the age of 18 shares sexual imagery created by another person under the age of 18
with a peer under the age of 18 or an adult

e A person under the age of 18 is in possession of sexual imagery created by another person under the
age of 18

This policy does not cover:
e The sharing of sexual imagery of people under 18 by adults as this constitutes child sexual abuse and
schools should always inform the police.
e Young people under the age of 18 sharing adult pornography or exchanging sexual texts which don’t
contain imagery.


https://www.nspcc.org.uk/preventing-abuse/child-abuse-and-neglect/online-abuse/legislation-policy-practice/
https://www.nspcc.org.uk/preventing-abuse/child-abuse-and-neglect/online-abuse/legislation-policy-practice/
http://www.babbitwebdesign.info/wolds/

2) Why might young people choose to “Sext”

The NSPCC says there are many reasons including:
e joining in because they think that ‘everyone is doing it’
e boosting their self-esteem
e flirting with others and testing their sexual identity
e exploring their sexual feelings
e to get attention and connect with new people on social media
e they may find it difficult to say no if somebody asks them for an explicit image, especially if the person
asking is persistent

3) What the Law Says

Sexting can be seen as harmless, but creating or sharing explicit images of a child is illegal, even if the person
doing it is a child. A young person is breaking the law if they:

e take an explicit photo or video of themselves or a friend

e share an explicit image or video of a child, even if it's shared between children of the same age

e possess, download or store an explicit image or video of a child, even if the child gave their
permission for it to be created.

However, as of January 2016 in England and Wales, if a young person is found creating or sharing images, the
police can choose to record that a crime has been committed but that taking formal action isn't in the public
interest.

4) Age considerations

When considering appropriate action regarding youth produced sexual imagery, Designated Safeguarding
Leads (DSLs) will need to take the age of the children and young people involved and the context into account,
as this will influence decision making and may determine the most appropriate action required. This will be the
case on every occasion in the Primary schools in our Federation.

5)Younger children

Children under 13 are given extra protection from sexual abuse under the Sexual Offences Act 2003. This law
makes it clear that sexual activity with a child under 13 is never acceptable, and that children of this age can
never legally give consent to engage in sexual activity. This applies to children who have not yet reached their
13th birthday i.e. children who are aged 12 and under.

Any situations involving children under 13 and youth produced sexual imagery must be taken seriously as
potentially being indicative of a wider safeguarding or child protection concern or as being problematic sexual
behaviour.

The understanding of children and young people around the potential implications of taking and/or sharing
youth produced sexual imagery is likely to be influenced by the age and ability of the children involved. In
some cases children under 13 (and indeed older) may create youth produced sexual imagery as a result of age
appropriate curiosity or risk-taking behaviour or simply due to naivety rather than any sexual intent. This is
likely to be the behaviour more commonly identified within primary schools. Some common examples could
include sending pictures of their genitals to their friends as a dare or taking a photo of another child whilst
getting changed for PE. Within this context it is unlikely that police or social care involvement is required or
proportionate but DSLs will need to use their professional judgement to consider the specific context and the
children involved.

6) Sexual behaviour
DSLs will need to be mindful that behaviour which may not initially appear to be sexually motivated may have
occurred as a result of risky or harmful behaviour or indeed sexual abuse being ‘normalised’ for children.



Difficulties in defining harmful sexual behaviours displayed by children and young people are made worse by a
general lack of knowledge of childhood sexuality and what constitutes normal sexual development. The
Hackett (2012) continuum of children and young people’s sexual behaviours (fig.1) shows how behaviours exist
on a continuum from normal to highly abnormal. (See the document “Sexting in schools and colleges:
responding to incidents and safeguarding young people” written by the UK Council for Internet Safety)

DSLs must ensure that they are familiar with and follow the relevant local policies and procedures (including
contact with local authorities or Local Safeguarding Children Boards) available for recognising and responding
to harmful behaviours and/or underage sexual activity when dealing with children under 13 who may have
been involved in creating or sharing youth produced sexual imagery. This is essential to ensure that children
involved or identified are safeguarded and are not unnecessarily criminalised or labelled.

7) Initial response to be taken by Federation Staff
Keeping Children Safe in Education statutory guidance sets out that all schools should have an effective child
protection policy. Youth produced sexual imagery and a school’s approach to it should be reflected in the

policy.

All incidents involving youth produced sexual imagery should be responded to in line with the school’s
safeguarding and child protection policy.

When an incident involving youth produced sexual imagery comes to the school attention:
1) The incident should be referred to the DSL as soon as possible
2) The DSL should hold an initial review meeting with appropriate school staff
3) There should be subsequent interviews with the young people involved (if appropriate)
4) Parents should be informed at an early stage and involved in the process unless there is good
reason to believe that involving parents would put the young person at risk of harm
5) At any point in the process if there is a concern a young person has been harmed or is at risk of
harm a referral should be made to children’s social care and/or the police immediately.

8) Disclosure

Disclosures about youth produced sexual imagery can happen in a variety of ways. The young person affected
may inform a class teacher, the DSL in school, or any member of the school staff. They may report through an
existing reporting structure, or a friend or parent may inform someone in school or college, or inform the
police directly.

All members of staff (including non-teaching) should be made aware of how to recognise and refer any
disclosures of incidents involving youth produced sexual imagery. This should be covered within staff training.

The person who discloses they are the subject of sexual imagery is likely to be embarrassed and worried about
the consequences. It is likely that disclosure in school is a last resort and they may have already tried to resolve
the issue themselves.

9) Initial review meeting
The initial review meeting should consider the initial evidence and aim to establish:
1) Whether there is an immediate risk to a young person or young people
2) If areferral should be made to the police and/or children’s social care
3) Ifitis necessary to view the imagery in order to safeguard the young person — in most cases, imagery
should not be viewed
4) What further information is required to decide on the best response
5) Whether the imagery has been shared widely and via what services and/or platforms. This may be
unknown.
6) Whether immediate action should be taken to delete or remove images from devices or online
services
7) Any relevant facts about the young people involved which would influence risk assessment
8) Ifthereis a need to contact another school, college, setting or individual
9) Whether to contact parents or carers of the pupils involved - in most cases parents should be involved



An immediate referral to police and/or children’s social care should be made if at this initial stage:
1) Theincident involves an adult
2) There is reason to believe that a young person has been coerced, blackmailed or groomed, or if there
are concerns about their capacity to consent (for example owing to special educational needs)
3) What you know about the imagery suggests the content depicts sexual acts which are unusual for the
young person’s developmental stage, or are violent
4) The imagery involves sexual acts and any pupil in the imagery is under 13
5) You have reason to believe a pupil or pupil is at immediate risk of harm owing to the sharing of the
imagery, for example, the young person is presenting as suicidal or self-harming
If none of the above apply then a school may decide to respond to the incident without involving the police or
children’s social care (a school can choose to escalate the incident at any time if further information/concerns
come to light).

The decision to respond to the incident without involving the police or children’s social care would be made in
cases when the DSL is confident that they have enough information to assess the risks to pupils involved and
the risks can be managed within the school’s pastoral support and disciplinary framework and if appropriate
local network of support.

The decision should be made by the DSL with input from the Executive Headteacher and input from other
members of staff if appropriate. The decision should be recorded in line with school policy.

The decision should be in line with the school’s child protection procedures and should be based on
consideration of the best interests of the young people involved. This should take into account proportionality
as well as the welfare and protection of the young people. The decision should be reviewed throughout the
process of responding to the incident.

10) Assessing the risks
The circumstances of incidents can vary widely. If at the initial review stage a decision has been made not to
refer to police and/or children’s social care, the DSL should conduct a further review (including an interview
with the young people involved) to establish the facts and assess the risks.
When assessing the risks the following should be considered:
1) Why was the imagery shared? Was the young person coerced or put under pressure to produce the
imagery?
2) Who has shared the imagery? Where has the imagery been shared? Was it shared and received with
the knowledge of the pupil in the imagery?
3) Are there any adults involved in the sharing of imagery?
4) What is the impact on the pupils involved?
5) Do the pupils involved have additional vulnerabilities?
6) Does the young person understand consent?
7) Has the young person taken part in this kind of activity before?

DSLs should always use their professional judgement in conjunction with their colleagues to assess incidents.

11) Informing parents (or carers)

Parents (or carers) should be informed and involved in the process at an early stage unless informing the
parent will put the young person at risk of harm. Any decision not to inform the parents would generally be
made in conjunction with other services such as children’s social care and/or the police, who would take the
lead in deciding when the parents should be informed.

DSLs may work with the young people involved to decide on the best approach for informing parents. In some
cases DSLs may work to support the young people to inform their parents themselves.

12) Reporting incidents to the police

If it is necessary to refer to the police, contact should be made through existing arrangements. This may be
through a safer schools officer, a PCSO (Police Community Security Officer), local neighbourhood police or by
dialling 101.

Once a report is made to the police, the report has to be recorded and the police will conduct an investigation.
This may include seizure of devices and interviews with the young people involved.



Things to be aware of when making reports to the police:

e Be aware that the police are not able to offer general advice on incidents. If the children involved are
named or specifics are provided they are duty-bound to record and investigate all criminal activity
reported.

e  When making a report through the 101 service, be aware that the person answering the call is a call
handler who deals with a wide variety of crimes and may not have specialist knowledge in this area.
Ensure any crime reference numbers provided are recorded.

13) Securing and handing over devices to the police

If any devices need to be seized and passed onto the police then the device(s) should be confiscated and the
police should be called. The device should be turned off and placed under lock and key until the police are able
to come and retrieve it.

14) Lincolnshire children’s social care contact and referrals

If the DSL is aware that children’s social care are currently involved with a young person involved in an incident
of youth produced sexual imagery then they should contact children’s social care. They should also contact
children’s social care if they believe they may be involved, or have been involved with a young person in the
past.

If as a result of the investigation the DSL believes there are wider issues which meet the threshold for
children’s social care involvement then they should make a referral in line with their child protection
procedures.

DSLs should ensure that they are aware of, and familiar with, any relevant local policies, procedures and
contact points/names which are available to support schools in responding to youth produced sexual imagery.

15) Searching devices, viewing and deleting imagery
Viewing the imagery
Adults should not view youth produced sexual imagery unless there is good and clear reason to do so.
Wherever possible responses to incidents should be based on what DSLs have been told about the content of
the imagery.
The decision to view imagery should be based on the professional judgement of the DSL and should always
comply with the child protection policy and procedures of the school or college. Imagery should never be
viewed if the act of viewing will cause significant distress or harm to the pupil.
If a decision is made to view imagery the DSL would need to be satisfied that viewing:
e s the only way to make a decision about whether to involve other agencies (i.e. it is not possible to
establish the facts from the young people involved)
e isnecessary to report the image to a website, app or suitable reporting agency to have it taken down,
or to support the young person or parent in making a report
e isunavoidable because a pupil has presented an image directly to a staff member or the imagery has
been found on a school device or network

If it is necessary to view the imagery then the DSL should:

e Never copy, print or share the imagery; this is illegal.

e Discuss the decision with the Executive Headteacher.

e Ensure viewing is undertaken by the DSL or another member of the safeguarding team with delegated
authority from the Executive Headteacher.

e  Ensure viewing takes place with another member of staff present in the room, ideally the Executive
Headteacher or a member of the senior leadership team. This staff member does not need to view
the images.

e Wherever possible ensure viewing takes place on school or college premises, ideally in the Executive
Headteacher or a member of the senior leadership team’s office.

e Ensure wherever possible that images are viewed by a staff member of the same sex as the young
person in the imagery.

e Record the viewing of the imagery in the school’s safeguarding records including who was present,
why the image was viewed and any subsequent actions Ensure this is signed and dated and meets the
wider standards set out by Ofsted for recording safeguarding incidents.



Further details on searching, deleting and confiscating devices can be found in the DfE Searching, Screening
and Confiscation advice (note this advice is for schools only).

If youth produced sexual imagery has been unavoidably viewed by a member of staff either following a
disclosure from a young person or as a result of a member of staff undertaking their daily role (such as IT staff
monitoring school systems) then DSLs should ensure that the staff member is provided with appropriate
support. Viewing youth produced sexual imagery can be distressing for both young people and adults and
appropriate emotional support may be required.

16) Deletion of images

If the school has decided that other agencies do not need to be involved, then consideration should be given
to deleting imagery from devices and online services to limit any further sharing of the imagery.

The Searching, Screening and Confiscation advice highlights that schools have the power to search pupils for
devices, search data on devices and delete youth produced sexual imagery.

However, just as in most circumstances it is not recommended that school staff view imagery, it is
recommended that schools should not search through devices and delete imagery unless there is good and
clear reason to do so.

It is recommended that in most cases young people are asked to delete imagery and to confirm that they have
deleted the imagery. Young people should be given a deadline for deletion across all devices, online storage or
social media sites.

Young people should be reminded that possession of youth produced sexual imagery is illegal. They should be
informed that if they refuse or it is later discovered they did not delete the image they are committing a
criminal offence and the police may become involved. All of these decisions need to be recorded, including
times, dates and reasons for decisions made and logged in the safeguarding records. Parents and carers should
also be informed unless this presents a further risk to the young person.

At this point schools and colleges may want to invoke their own disciplinary measures to discourage young
people from sharing, creating or receiving images but this is at the discretion of the school or college and
should be in line with its own behaviour policies.

17) Interviewing and talking to the young person/people involved

Once a school has assessed a young person as not at immediate risk, it may be necessary to have a
conversation with them and decide the best course of action. If possible, the DSL should carry out this this
conversation. However, if the young person feels more comfortable talking to a different teacher, this should
be facilitated where possible.

When discussing the sharing of youth produced sexual imagery, it is important that the DSL:

e Recognises the pressures that young people can be under to take part in sharing such imagery and, if
relevant, supports the young person’s parents to understand the wider issues and motivations around
this.

e Remains solution-focused and avoids questions such as ‘why have you done this?’ as this may prevent
the young person from talking about what has happened.

e Reassures the young person that they are not alone and the school or college will do everything that
they can to help and support them.

e Helps the young person to understand what has happened by discussing the wider pressures that
they may face and the motivations of the person that sent on the imagery.

e Discusses issues of consent and trust within healthy relationships. Explain that it is not ok for
someone to make them feel uncomfortable, to pressure them into doing things that they don’t want
to do, or to show them things that they are unhappy about. Let them know that they can speak to the
DSL if this ever happens.

The purpose of the conversation is to:
. Identify, without looking, what the image contains and whether anyone else has been involved.
. Find out who has seen or shared the image and how further distribution can be prevented.



18) Recording incidents

All incidents relating to youth produced sexual imagery need to be recorded in school or college. This includes
incidents that have been referred to external agencies and those that have not.

Ofsted highlight that when inspecting schools in relation to safeguarding they look for the following:

. Are records up to date and complete?

. Do records demonstrate both effective identification and management of the risk of harm?

. Do records demonstrate sound decision-making, appropriate responses to concerns and
evidence of relevant referrals made in a timely manner?

. Do they indicate that appropriate action is taken in response to concerns and allegations in a
timely manner?

. Do they show evidence of tenacity in following up concerns with relevant agencies?

. Do they provide evidence of effective partnership working and sharing of information?

. Is there evidence of attendance at or contribution to inter-agency meetings and
conferences?

. Is there clarity about the school’s policy relating to the sharing of information internally, safe

keeping of records, and transfer when a pupil leaves the school?

In cases that relate to youth produced sexual imagery it is important that schools reflect all of the areas above
when they are recording incidents. In addition, where schools do not refer incidents out to police or children’s
social care they should record their reason for doing so and ensure that this is signed off by the Executive
Headteacher.

19) Reporting youth produced sexual imagery online

Young people may need help and support with the removal of content (imagery and videos) from devices and
social media, especially if they are distressed. Most online service providers offer a reporting function for
account holders and some offer a public reporting function to enable a third party to make a report on behalf
of the young person.

The document “Sexting in schools and colleges: responding to incidents and safeguarding young people”
written by the UK Council for Internet Safety, held with this policy, gives advice on how to remove sexual
imagery online.

20) Preventing youth produced sexual imagery

The Federation follows the Jigsaw SRE scheme of work which cover many aspects of child safety and well
being. (See JIGSAW and SRE policy.) In Years 5&6 children will undertake the NSPCC work Share Aware to alert
them in an age appropriate way to the danger of sharing on the internet including youth produced sexual
imagery. Link: https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/teaching-
resources

This Policy was agreed by the full governing body in November 2016 and will be reviewed annually.
Executive Headteacher Date

Chair of Governors Date
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